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Source: http://www.internetworldstats.com/stats.htm

WORLD INTERNET USAGE AND POPULATION STATISTICS

December 31, 2011

World Regions
Population

( 2011 Est.)

Internet Users

Latest Data

Penetration

(% Population)

Growth

2000-

2011

Users %

of Table

Africa 1,037,524,058 139,875,242 13.5 % 2,988.4 % 6.2 %

Asia 3,879,740,877 1,016,799,076 26.2 % 789.6 % 44.8 %

Europe 816,426,346 500,723,686 61.3 % 376.4 % 22.1 %

Middle East 216,258,843 77,020,995 35.6 % 2,244.8 % 3.4 %

North America 347,394,870 273,067,546 78.6 % 152.6 % 12.0 %

Latin America / Carib. 597,283,165 235,819,740 39.5 % 1,205.1 % 10.4 %

Oceania / Australia 35,426,995 23,927,457 67.5 % 214.0 % 1.1 %

WORLD TOTAL 6,930,055,154 2,267,233,742 32.7 % 528.1 % 100.0 %
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ÅChallenges: Attribution and identifcation

ÅE.g. More likely to be able to infer or identify the 

offender in a physical crime based on the physical 

location of the crime and/or the types of weapons / 

technologies than their cyber analogues

ÅChallenges in responding to malicious cyber activities

ÅChallenges: Responding

ÅUncertainty about physical location complicates 

efforts by governments to respond and investigate 

and to use retaliation as a deterrent (simply on the 

basis of the cui bono logic or circumstantial 

evidence)

Shift of malicious cyber activities from 

ñExceptionalismò to ñMainstreamò!

Cyber attacks more sophisticated and going óunder the radarô



ÅóUS private sector firms and cybersecurity specialists 

have reported an onslaught of computer network 

intrusions that have originated in China, but the [US 

Intelligence Community] cannot confirm who was 

responsibleô (US Office of the National 

Counterintelligence Executive 2011)

ÅCyber threats are increasingly important and 

strategically relevant in both developed and 

developing economies
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ÅWhat is cyber crime? 

ÅCrimes where ICT is the tool to commit a crime. E.g.

ÅFraud
Å Against Individuals (e.g. ñYou inherited a large sum of $$$ from a 

complete strangerò)

Å Against Government agencies (e.g. welfare fraud)

Å Against Businesses (e.g. phishing scams)

ÅOnline child (and young people) sexual exploitation

ÅCrimes where ICT is the target. E.g.

ÅHacking (e.g. unauthorised access to data and 

privileged information)

Å Interruption of service (e.g. Denial of Service attacks)

ÅMalware (e.g. malicious software such as worms and 

viruses)
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ÅMalware

ÅGeneric malware

ÅCustomised information

stealing malware
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ÅAn example: Bot malware
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ÅMotivations of cyber criminals 

ÅUsed to be é

ÅCuriosity

ÅFame-seeking

ÅWhat about now?

Å Illicit financial gain (e.g. Online hacker/fraud groups 

such as the Russian Business Networks

ÅRevenge

ÅPolitical motivations including hacktivism

(e.g. Anonymous)

ÅOther criminal motivations (e.g. Sexual gratification, 

such as online child sexual exploitation)
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Cyber criminal activities Main motivation(s)

Fraud (against Individuals, Government 

agencies and Businesses)

Financially-motivated

Malware (e.g. malicious software such as worms and 

viruses)

Financially-motivated

Politically-motivated (e.g. 

in state-sponsored 

activities)

Revenge

Curiosity

Hacking (e.g. unauthorised access)

Online child (and young people) sexual exploitation Criminally-motivated

Financially-motivated

When bad times strike, so do criminals! 

Financial adversity = Ideal Criminogenic Environment
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ÅAttack vectors

ÅSyntactic attacks (attacking the computers)

ÅExploitation of technical vulnerabilities to commit 

cyber crime

ÅSemantic attacks (attacking the computer users)

ÅExploitation of social vulnerabilities to gain personal 

information

ÅBlended attacks

ÅAttacks using technical tools to facilitate social 

engineering (e.g. Phishing)
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My life of in crime:  From a police officer to international student to é cyber crime researcher

NLA óInnovative Ideas Talkô 

ÅPhishing



ÅA survey of smart mobile device users at University 

of South Australia*

* Source: James Imgraben, Alewyn Engelbrecht and Kim-Kwang Raymond Choo. A survey of smart mobile device users (at 

the University of South Australia). Working Manuscript, University of South Australia, 2012

Age Total (250)

18 & Younger 37 (14.8%)

19-25 95 (38.0%)

26-35 59 (23.6%)

36-50 38 (15.2%)

51+ 21 (8.4%)
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Types of 

smart mobile devices



ÅA survey of smart mobile device users at University 

of South Australia
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Smart mobile device usage activities



My life of in crime:  From a police officer to international student to é cyber crime researcher

NLA óInnovative Ideas Talkô 



ÅA survey of smart mobile device users at University 

of South Australia
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'Remember me' feature?          Phone locking mechanisms used?



ÅA survey of smart mobile device users at University 

of South Australia

Securing our cyber space and future 

Demographics of participants 

who reportedly installed 

applications from unknown 

providers



ÅA survey of smart mobile device users at University 

of South Australia

Securing our cyber space and future 



No. Correct

Phishing 

Responses

Very Likely
Somewhat 

Likely
Neutral

Somewhat 

Unlikely

Very 

Unlikely
Total

9 - 10
29 17 6 4 4

60

48.3% 28.3% 10% 6.7% 6.7%

7 - 8
32 22 8 9 4

75
42.7% 29.3% 10.7% 12% 5.3%

5 - 6
15 20 21 9 4

69

21.7% 29% 30.4% 13% 5.8%

3 - 4
11 6 8 7 2

34
32.4% 17.6% 23.5% 20.6% 5.9%

0 - 2
0 6 4 0 2

12
0% 50% 33.3% 0% 16.7%

Total 87 71 47 29 16 250
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The responses to participantôs perceived likelihood of detecting a 

phishing scam versus the number of correct responses to the ten 

phishing questions



ÅA survey of smart mobile device users at University 

of South Australia
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ÅWhy are cyber criminals so successful? 

ÅLayered defence

ÅEffective security Í 

ÅStrategic framework 

ÅDecision makers

ÅPublic-private partnerships

ÅTechnical solutions

Darwinism: Survival of the fittest

Bad securityBad securityBad securityBad securityBad securityBad securityBad security
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Å Cyber security

Å Not an end in itself

Å Deliver real business benefits

Å Bottom-line ramifications

ï Cost of cleanup

ï Cost of the liability

ÅLaw suits / class actions

ÅMonetary penalty (fines)

ï Cost of damage (tangible and intangible)

ÅTheft of trade secrets, etc

ÅNegative impacts on share values

ÅLoss of customers or customersô confidence

The next BIG security 

breach could be mine!
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ÅRoutine Activity Theory

Ideal criminogenic environment?

ÅAbundant opportunities

(worldwide óaudience/targetô?)

ÅHighly motivated offenders 

(financial?)

ÅNot a great deal of coordinated and effective regulation 

(cyber/transnational policing harder than traditional 

policing?)

Opportunity

MotivationGuardian

Crime
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RAT in cyber crime prevention strategies

Cyber crime 

prevention 

strategies 

Increasing the 

effort required to 

offend

Increasing the 

risk of getting 

caught 

Reducing the 

rewards of 

offending

Fostering a culture 

of security

Yes No Yes

Public Private 

Partnership (PPP)

Yes Yes No

Policing and 

preventative 

strategy 

No Yes Yes
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Cyber crime 

prevention 

strategies 

Increasing the 

effort required to 

offend

Increasing the 

risk of getting 

caught 

Reducing the 

rewards of 

offending

Public Private 

Partnership (PPP)

Yes Yes No

Å Identify and prioritise current and emerging risk areas 

Å Information sharing

ÅThreat assessments based on fresh and accurate 

information

ÅDevelop/validate effective measures & mitigation controls

ÅEnsure strategies are implemented and updated

ÅNot to overdo and, consequently, dilute the level and 

importance of participation in these partnerships

PPP: Sustained top-level leadership 
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RAT in cyber crime prevention strategies

ÅPublic Private Partnership (PPP)

Å (Appropriately vetted) Volunteer cyber defenders to help 

address workforce shortage (e.g. uncompetitive 

government salaries, lack of a career path in governments, 

and onerous TS(PV) security clearance requirement)
Å E.g. Cyber Defense League, an Estonian volunteer organization; 

Professional Cyber Defender Programme in Singapore 

ÅJoint user awareness and education initiatives

Untold riches await those who can design systems that 

are easy to use, but difficult to exploit
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ÅPublic Private Partnership (PPP)

ÅJoint Research and Development (R&D) initiatives

ÅHow do we address the technical and operational 

challenges associated with securing fundamental ICT 

infrastructure against cyber attack and resultant cyber 

crime? 

ÅLegitimate use minimally constrained 

Å Illegitimate use prevented/discouraged

ÅHow do we more accurately identify, analyse and 

attribute the source of a cyber attack in a timely 

fashion?

80/20 Rule: 

80% incidents can be 

mitigated with good practices
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RAT in cyber crime prevention strategies

Cyber crime 

prevention 

strategies 

Increasing the 

effort required to 

offend

Increasing the 

risk of getting 

caught 

Reducing the 

rewards of 

offending

Policing and 

preventative 

strategy 

No Yes Yes

Little doubt that (Australian) governments, regardless of 

political persuasion, will continue to be under pressure to 

deliver more with less
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Potential research questions

ÅCyber norms: Do cyber norms (that can guide security 

related behaviour) exist, what are they, are they consistent?

ÅTrends, impacts and challenge: What is the nature of cyber 

threats and how have these threats changed over the 

preceding decade; and what trends and emerging challenges 

would have an impact on cyber security?

ÅCyberspace regulation: What are the gaps in current 

literature, policies and practices amongst the international 

community in relation to the surveillance, regulation and 

governance of social media, and how can these be bridged?

ÅEvidence-based digital forensics frameworks, guidelines, 

best practices and tools (for cloud computing, solid state 

drives, smart mobile devices, etc)
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ÅWhat other projects am I currently working on?

ÅDigital Forensics
Å Cloud Computing

Å Mobile Devices, particularly 

Smart Mobile Devices

Å Information Security Risk
Å Real Estate Sector

Å Chinese Aerospace Sector

Å (Organised?) Cyber Crime

ÅMoney laundering using 

virtual currencies?
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raymond.choo@unisa.edu.au

raymond.choo@fulbrightmail.org

https://sites.google.com/site/raymondchooau/
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